Messagi ng and Wb
Security does and don’'ts

Steps you can take to keep yourself, your colleagues and your company safe
online and,

Steps you can take to keep yourself, your family and your home safe online.
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Messagi ng and web

Security does & don’ts

>V RUSES

A VIRUS IS DESIGNED TO COMPROMISE ITS HOST OR TO
SELF-REPLICATE TO INFECT OTHER COMPUTERS. SOME
VIRUS CODES ATTACH THEMSELVES TO A PROGRAM IN
THE HOST COMPUTER. VIRUSES THAT CAN RUN
INDEPENDENTLY ARE KNOWN AS WORMS.
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Security does & don’ts

>SPAM

SPAM IS UNSOLICITED MAIL. SPAMMERS SEND OUT
MILLIONS OF INDENTICAL EMAILS, USUALLY FOR FINANCIAL
GAIN. SPAM HAS BECOME INCREASINGLY SOPHISTICATED
IN ORDER TO AVOID DETECTION, WITH AN INCREASE IN PDF
AND MP3 SPAM.
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WHAT DOES A SPAM EMAIL LOOK LIKE?

Have you experienced sporadic difficulty
in waintaining an erection??
Try Wiagra.

Within 20-30 minutes, find yourself
erect and notice the girth and length
of erection enhanced.

It makes your lovemaking incredihle!

ED MEDICINE CHEST
LOWEST Cost PRICE

® Cialis & 2.00
® Viagra £ 1.56
@ |evitra & 7.78
@ Cialis SOFT MNew! £ 3.33
® Viagra SOFT % 1.89

Special New 702 Sale - order now!

Aocoouml Closure:

We have nobiced your account is inachve and has been closaed.

If you feel like e-activating your account then we will offer yoo a
SO% deposit incentive upon re-aclivalion.

This offer will expire in 3 days, upon then you will have o create a
N acoount

Re-A ctivate Acopapt:
hitpdcasinoS 7 comdmicood 1 1 |

Regards,

Mint Las Vegas Casino
Flayermoney © 247
hMember of the OGA (Online Gambling A ssociation)
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TROJANS

UNLIKE VIRUSES, TROJANS ARE SELF-CONTAINED
PROGRAMS WHICH RUN INDEPENDENTLY. AS THE NAME
SUGGESTS, TROJANS ARE DISGUISED AND ARE MORE
DESTRUCTIVE THAN THEY FIRST SEEM, SOME CAN STEAL
CONFIDENTIAL INFORMATION.
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>SPYWARE

AN APPLICATION WHICH SENDS THE VICTIM’'S PRIVATE
INFORMATION AND WEB SURFING HABITS TO A CYBER
CRIMINAL'S WEBSITE.

SPYWARE OFTEN INSTALLS ITSELF WITHOUT YOUR
KNOWLEDGE OR EXPLICIT PERMISSION.
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>PHl SHI NG

A SPAM TECHNIQUE TO TRICK VICTIMS INTO REVEALING
CONFIDENTIAL INFORMATION SUCH AS BANK DETAILS AND
PASSWORDS. CYBER CRIMINALS MIMIC EMAILS FROM
REPUTABLE COMPANIES TO LURE VICTIMS TO THEIR
SPOOF WEBSITES, WHERE THEY ARE ASKED TO INPUT
THEIR PERSONAL DETAILS
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WHAT DOES A PHISHING EMAIL LOOK LIKE?

! Fle Edit Miew Insert Format  Tools  Actions  Help

=

File  Edit  Yiew Tools Message Help

y ) ; L [ [ # |y & o
ha Reply v Reply to Al 4 Forward j . — | x & - F A 's | FReply  Reply &l Forward | Print Delete | Addresses
From: Cikbank
Date: 07 March 2008 00:37
From; Llowds TSE Internet Banking [custoner. service@lloyds, com] i
Subject:  CitBusiness customer service; confirm your account details [Thu, 06 Mar 2008 19:37:09 -0500]
To Matthew James =
oo

Dear CitiBusiness customer,
Subject:  Lloyds TSE - Customer Service Message

CitiBusiness new Scheduled Maintenance Program protects yvour data from unauthorized
access. CitiBusiness Online Form is importan: addition to our scheduled maintenance

program.
CUSTOMER SERVICE RECOVERY Please use the link below to access CitiBusiness Online Form:

: : P : http: ffcitibusiness, citibank. com/businessdir/cbof/start. do?
iﬁiﬁgﬂaﬁnggff;ﬂ;ﬁfgﬁfeﬁ?Fzgifggfggdto ref=42402849707255408202263874353409669288236958921 98 session=50836064

sorne unusual AEHVItY QI youraceo i, For this Please do not reply to this auto-generated email. Follow instructions above.
raason your online Banking Account has been flaggad .

To unflag your account and ensure a Securad and Safe
Online Banking,you ars to Verify your Online Banking

e
access and identity.
¥ http:ficitibusiness. citibank, com. hiivg. comfbusinessdirfcbof fstart dovref =4240284 9707 255408202 26 3874853409689 2882 3695892 1 Sfsess)

B

Customer Service
Lloyds TEE Internet Banking.
@ Lloyds TSE 2008
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>MALI Cl OQUS LI NKS

A HYPERTEXT LINK THAT SENDS THE USER TO A WEBSITE.
THE SITE THEN INFECT'S THE VICTIM'S COMPUTER WITH
MALWARE. THIS IS A COMMON TECHNIQUE BECAUSE IT
AVOIDS SENDING MALICIOUS CODE WITHIN THE EMAIL
ITSELF.
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>| NSTANT MESSAG NG (I M

POPULAR INSTANT MESSAGING (IM) SYSTEMS SUCH AS
MSN AND YAHOO MESSENGER CAN RECEIVE
ATTACHMENTS EITHER CONTAINING OR LINKING TO
MALWARE IN JUST THE SAME WAY AS EMAIL.
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>DO

» |nstall the latest security updates.

=  Only visit websites that you trust.

= Delete suspicious looking emails immediately.

= Lock your computer when working away from your desk.

= [nform the IT department if you receive a suspicious email.
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>DON' T

»Allow other people to access your computer.

*Download and install programs from the Internet.
=*Open emails from people you don’t know.
*Reply to spam, even to ‘unsubscribe’.

*Click on links in suspicious emails.

*Respond to emails from your bank — phone them first.
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