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Steps you can take to keep yourself, your family and your home safe online.
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>VIRUSES

A VIRUS IS DESIGNED TO COMPROMISE ITS HOST OR TO

SELF-REPLICATE TO INFECT OTHER COMPUTERS. SOME

VIRUS CODES ATTACH THEMSELVES TO A PROGRAM IN

THE HOST COMPUTER. VIRUSES THAT CAN RUN

INDEPENDENTLY ARE KNOWN AS WORMS.
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>SPAM

SPAM IS UNSOLICITED MAIL. SPAMMERS SEND OUT

MILLIONS OF INDENTICAL EMAILS, USUALLY FOR FINANCIAL

GAIN. SPAM HAS BECOME INCREASINGLY SOPHISTICATED

IN ORDER TO AVOID DETECTION, WITH AN INCREASE IN PDF

AND MP3 SPAM.
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WHAT DOES A SPAM EMAIL LOOK LIKE?
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TROJANS

UNLIKE VIRUSES, TROJANS ARE SELF-CONTAINED

PROGRAMS WHICH RUN INDEPENDENTLY. AS THE NAME

SUGGESTS, TROJANS ARE DISGUISED AND ARE MORE

DESTRUCTIVE THAN THEY FIRST SEEM, SOME CAN STEAL

CONFIDENTIAL INFORMATION.
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>SPYWARE

AN APPLICATION WHICH SENDS THE VICTIM’S PRIVATE

INFORMATION AND WEB SURFING HABITS TO A CYBER

CRIMINAL’S WEBSITE.

SPYWARE OFTEN INSTALLS ITSELF WITHOUT YOUR

KNOWLEDGE OR EXPLICIT PERMISSION.
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>PHISHING

A SPAM TECHNIQUE TO TRICK VICTIMS INTO REVEALING

CONFIDENTIAL INFORMATION SUCH AS BANK DETAILS AND

PASSWORDS. CYBER CRIMINALS MIMIC EMAILS FROM

REPUTABLE COMPANIES TO LURE VICTIMS TO THEIR

SPOOF WEBSITES, WHERE THEY ARE ASKED TO INPUT

THEIR PERSONAL DETAILS
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WHAT DOES A PHISHING EMAIL LOOK LIKE?
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>MALICIOUS LINKS

A HYPERTEXT LINK THAT SENDS THE USER TO A WEBSITE.

THE SITE THEN INFECT’S THE VICTIM’S COMPUTER WITH

MALWARE. THIS IS A COMMON TECHNIQUE BECAUSE IT

AVOIDS SENDING MALICIOUS CODE WITHIN THE EMAIL

ITSELF.
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>INSTANT MESSAGING (IM)

POPULAR INSTANT MESSAGING (IM) SYSTEMS SUCH AS

MSN AND YAHOO MESSENGER CAN RECEIVE

ATTACHMENTS EITHER CONTAINING OR LINKING TO

MALWARE IN JUST THE SAME WAY AS EMAIL.
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>DO
 Install the latest security updates.

 Only visit websites that you trust.

 Delete suspicious looking emails immediately.

 Lock your computer when working away from your desk.

 Inform the IT department if you receive a suspicious email.
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>DON’T
Allow other people to access your computer.

Download and install programs from the Internet.

Open emails from people you don’t know.

Reply to spam, even to ‘unsubscribe’.

Click on links in suspicious emails.

Respond to emails from your bank –phone them first.


